Abstract. The evolution of the technology and the changes in the organization and control of the critical infrastructures of the nations are creating a new combat front. The case studied in this paper refers to the attack to the information systems of the Georgian organizations that occurred at the same time as the conventional military operation executed by the Russian army in the South Ossetia in August 2008. The data collected and presented in this paper showed the existence of a poorly organized network, related to Russian criminal organizations, raising the possibility of this case being an instance of the Maoist concept of the "People's war". This paper will also show that, despite the unsophisticated resources used in the attacks and to promote them, the damages in the selected targets were considerable.
Introduction
The evolution of the technology changed the way nations fight. The battle field has changed along time, reflecting the four basic ways of confrontation: the melee (face to face combat, without organization, where each men takes is own decisions on what and how to do); massing (massive attacks using rigid formations); manoeuvre (adoption of manoeuvre and combat tactics); swarming (disperse attacks characterized by a high level of autonomy, requiring a high organizational level that allows the maintenance of the strategic coherence) [1] . This evolution is gaining new perspectives, once the physical world is more and more vulnerable to attacks occurring in the digital world, cyberspace, once it is getting more and more dependent on information and information systems. In fact, the United States Department of Defence information system alone suffers something like 250.000 attacks every year [2] .
Although the use of the cyberspace to conduct military operations, as another military front, can be classified as a type of irregular war, once there are not well defined combat front-lines or rears and because it occurs in an unlimited space [3] , it may involve the preparation and execution of military operations conducted by the entities of one nation against one other, with identical objectives to those of a conventional war and sometimes aiming to weaken the conventional communication and control enemy defences, in order to weaken its conventional ability to response [4] . This can mean the interference, the control or the destruction of the information and of the civilian and military systems, of the critical infrastructures like the communication centres of the medical emergency, transportation, energy, water and other critical services. Also the civilian population's computing systems can be affected in order to achieve the defined goals. Therefore, the consequences of a combat in the cyberspace can be as real as those of a conventional war and can even cause casualties [5] .
In April 2007, Russia was accused by Estonia of attacking its digital structure, in an event that many consider to be the first conflict that can be named as a cyberwar [6] . Just over a year of being accused of those, Russia was again accused to perform a cyberattack to Georgia (one of the countries of the extinct Soviet Union) on August of 2008. This attack was made at same time as Russian's armed forces attacked conventionally Georgia. Those attacks were related with South Ossetia, a region of Georgia known to be pro-Russian and with separatist claims. Although the poor data, there were some appeals on the Internet to cybercombat that allows the evaluation of the intentions and some of the resources used. The appeals were made in several Russian language fora and on the websites www.stopgeorgia.ru and www.stopgeorgia.info, on an action with a very strong, if not exclusive, popular character.
People's War
The digital attack to Georgia was coordinated from the domain www.stopgeorgia.info (based in German and quickly closed by the owner of the web server) and www.stopgeorgia.ru. This last site was based on the United Kingdom, created on 9 August of 2008, and kept in operation until 13 August, when it was suspended, returning to work after twenty four hours, without the software section and with a inoperative forum.
In the manifest presented on Website it can be read:
We, the representatives of Russian's hacking underworld, can't tolerate Georgian's provoking, in 
